MOEDbiz

TECHNOLOGY MADE SIMPLE

What you will receive:

MOEDbiz’ Cyber Security Audit is a comprehensive look into your current network
environment with a focus on Cyber Security and data protection. Deliverables
are contingent upon MOEDbiz’ agents being granted full and unrestricted access
to all network systems and attached devices.

Deliverables will include:

+ Security Risk Report: This report includes a proprietary Security Risk Score and
chart showing the relative health (on a scale of 1 to 10) of the network
security, along with a summary of the number of computers with issues. This
powerful tool also reports on outbound protocols, System Control protocols,
User Access Controls, as well as an external vulnerabilities summary list.

 Security Management Plan: This report will help prioritize issues based on the
issue's risk score. A listing of all security related risks is provided along with
recommended actions.

» Data Breach Liability Report: Identifies specific and detailed instances of
personal identifiable information (Pll) and cardholder data throughout a
computer network that could be the target of hackers and malicious insiders. It
also calculates the potential monetary liability and exposure based upon
industry published research.

 External Vulnerabilities Scan Detail Report: A comprehensive output including
security holes and warnings, informational items that can help make better
network security decisions. This is an essential item for many standard security
compliance reports.

» Outbound Security Report: Highlights deviation from industry standards
compared to outbound port and protocol accessibility, lists available wireless
networks as part of a wireless security survey, and provides information on
Internet content accessibility.

* RSOP Computer Settings Report: This report analyzes the various Resulting Sets
of Policy (RSOP) based on computer policy settings on computers in the
environment and can be used to assess how many variants of settings exist in a
network.

» User Behavior Analysis Report: Shows all logins, successful and failure, by user.
Report allows you to find service accounts which are not properly configured
(and thus failing to login) as well as users who may be attempting (and
possibly succeeding) in accessing resources (computers) which they should
not be.

 Health Report: This report details the overall risk to the environment measured
by the number of issues detected. An ideal environment would have a Health
Score of 0 (indicating no risks found). The higher the score, the more likely a
security, availability, or performance related incident will occur.
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